HTTPS terminalasa Server Name Indication TLS
kiterjesztés hasznalataval Zorp Gateway-en

2022. julius 28.

Célunk a Zorp Gateway konfiguraladsa HTTPS Secure Sockets Layer (SSL) terminalasara
ugy, hogy Server Name Indication (SNI) Transport Layer Security (TLS) kiterjesztést
is hasznalunk.
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A probléma bemutatasa e

1. A probléma bemutatasa

Ha nem megoldhato, hogy a HTTPS-en érkez6 kéréseket webszerveriink SSL termindlja, lehetéségiink van
Zorp Gatewayel ezen kapcsolatok SSL. terminalasara. Ilyen esetben egyre gyakrabban van sziikség az SNI TLS
kiterjesztés hasznalatara. SNI alkalmazasa esetén egyazon IP cim és port hasznélata esetén is lehet6ségiink van
kiilénboz6 tanusitvanyt felmutatni a kliens éltal elérni kivant host név alapjan.
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A megoldas bemutatasa e

2. A megoldas bemutatasa

Zorp Gatewayen Encryption policyban SNI alapu tanusitvany (SNI-based certificate) generator hasznalataval
SSL terminalni tudjuk a HTTPS-en érkez6 kéréseket.
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Technikai megvalositas e

3. Technikai megvaldsitas

1. Hozza létre vagy importalja a megfelel6 tanusitvanyokat a Zorp Management Console (ZMC) Public
Key Infrastructure (PKI)-ban.

2. Hozzon létre egy Encryption policyt.

3. Konfigurdljaaclient_certificate_generator paramétert az SNI alapt tantsitvany (SNI-based
certificate) hasznalataval.
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Frenal Rules [services  Polides | proxies [ instances | advanced |

Policy + | pescription | Pote

Authentication policy

Authenticatonprovider Class: [CientonlyEncryption

Authorization policy
Detector Policy

Parameter

[~ Enayption poicy dient_verify diass_type_dlientcer _nstance
sni-encription-polcy. dient_ssl_options diass_type ¢ instance ClientssLO; _CIPHERS_HIGH, cipher_server_preference=FALSE, tmeout=300, disable_tisv1=TRUE, cisable_tisv1_1~FALSE, disable_tisv1 2=F,

Matcher polcy
NAT palicy &) ZMC - Edit class. %
Resolver policy
Stacking provider Edit value of dient_certificate_generator

Class: [SNIBasedCertiicate -

Parameter Type Value =

default diass_type_certcertificate_nstance Certiicate(certificate_fle_path=www)
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Aedt | | select variable Unset
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= ,
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= = = | Pedt | gelect variable Unset
Thew Delete At —I 8

1. abra - Client Certificate Generator szerkesztése

4. Allitsa be a domain tantsitvany parokat a RegexpMatcher segitségével.
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Technikai megvalositas
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@ 2vC - Edit hash X

Edit value of hostname_certificate_map

RegexpMatcher (ignore_case=TRUE, match.lst=("download,domain,com”) dass_type_certcertificate instance _Certifcate(c
RegexpMatcher (match_i ‘upload. domain.com’ dass e_certeertificate_instance  Certificate(c= ertificatev|
. (match fst=(up & i - ¢ ) ZMC - Edit class X
RegexpMatcher (match_list=Cvww. domain.com™)) dass_type_certcertificate_instance  Certficate(ce ssloptions_| eference=FALSE, timeout=300, disable _tisv1=TRUE, disable_t
| Editk B
it key ><
%neramr
Class: [Regexpraatcher -
\— Ignore case
| mMarch
Expression [esapton IH B
type _cer download, domain. com
new B oeere (PRedic
Ignore
= Expression | Desarption |4
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[ hew | {3 Delete | it | 95mtm| 7samvaname| 5|
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& cancel ok
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80 cancel
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 New Delete AEdit —I -

2. abra - Domain tanusitvany parok

5. Allitsa be a default tantisitvanyt.
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Technikai megvalositas

t AMeEEe A ZF&

Firenall Rules [Services  Poiices |Proxies | Instances | Advanced |

Plicy 4 | Desaription

Authentication policy

Polcy

Class: [CientorlyEncryp
Authentication provider s [GlentoniyEncryption

Authorization policy parameter

—S5._CIPHERS_HIGH, apher_server_preference FALSE, tmeout=300, dsable_tisy 1=TRUE, disable_tisv1_1=FALSE, disable_tisv1_2=F.

Resolver policy

Stacking provider Edit value of dlient_certificate_generator

Detector Policy
¥ Encryption palicy dient_verify dlass_type_dientcertificateverifier_instance ClientNoneVerifier()
sni-encription-policy dient_ssl_options dlass_type  instance ClientssLoy
Matcher policy
NAT policy &) ZMC - Edit class X

Class: [sNiBasedCertificate

default dass_type_certcertficate_instance

Certificate(certficate_fle_path:

I |

Pt | [scectvarctie| [ urset

Ll

| == o]
S | @osee o - Pedt | | selectvariable | {5 unset
3. abra - Default tandsitvany beallitasa
6. Hasznélja fel a létrehozott Encryption policyt egy tiizfal szabalyban.
— s 2 Y = Y e
Firewai Rues | Services | Poices | Proxies | Instances | Advanced |
Nene [w [T
1 |ven | source Iface. Source Iface. Group | Protocol | ICMP type | ICMP code | SourcePort | Dest. Port | Source Zone / Subnet Dest. Zone /Subnet | Dest. Ifac Dest. Iface. Group | Service | Instance
1 TCP 4“3 internet internet test https
|
& ZMC - Edit rule X
Enabled
Descrpten: | [
Concitons Service | Tags [uimits |
Service provided by this rule
serve: [ER LI [E—
Gass: [service il
Description: | J
Proxy dass:  HittpProxy ['l
Encryption: Ism&nmphunvnl\ty LI
Routing Authentication
Roer: [rompmenonted | measnios| 7|

Chainer: [ComneciChainer() J

Destination NAT policy: v

https

Authorization policy:
Limit: Authentication name:
NAT » Advanced

Source NAT palicy:

Runin thisinstance:

[
—

A | Create new... |

8 cancel

il

ew S peete | PEdit

4| Active connee

4. abra - Encryption policy hasznalata
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Konkliizi6 (;

4. Konkluzié

A fenti leiras segitségével, a Zorp Management Console (ZMC) feliileten tudunk SNI TLS kiterjesztés
haszndalataval HTTPS SSL termindlast beéllitani a Zorp Gateway tlizfalunkon.

A funkcioérol b6vebb leiras a How to configure HTTPS proxying dokumentaciéban angol nyelven talalhato.
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